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Information Security

Investigations

Business Continuity

What Security Means

Security Services include the following:

e  Security Audits & Assessments

e Training and Awareness

e Litigation Preparedness & Support
e Investigations & IT Forensics

e Disaster Recovery & Business
Continuity Planning

e  Regulatory Compliance

e  Project management services for all
IT & data security initiatives.

SECURITY AUDITS & ASSESSMENTS

Studies have consistently shown that the greatest
threat to corporate security comes from within the
company. More than 80% of successful network
intrusions are launched from within the target
organization by disaffected employees. We will help
you eliminate this internal threat by performing a full
security assessment of your internal network. We will
also evaluate your policies and procedures as they
relate to your IT systems, your physical security and
your access control measures. Our assessments are
structured in accordance with the requirements of 1SO
27001 and 27002 (with an optional focus on the
requirements of the PCI DSS) that ensures your
systems are tested comprehensively and that any
proposed counter measures are targeted, cost
effective, and achievable. On completion of our
assessment, we will present you with a full report of
our findings, together with a prioritized list of
recommendations, policy references and
specifications that encompass people, processes, 1T
systems and policy. Call today to book a free
introductory meeting.

TRAINING & AWARENESS

Training is one of the most effective but also most underrated
security tools available to businesses today. In many security
related endeavours, success or failure is most frequently
determined by the quality of training available to the
participants. Our courses are custom designed by industry
experts to give you the confidence, practical knowledge and
experience you need to address today’s complex security
issues. Our trainers are specialists in their fields with many
years of practical education and experience. Whether you
need to present an awareness session to your executives or
design and implement a fully fledged security training
programme for your entire organisation, we are able to help
you. We offer courses worldwide and each training class is
individually structured to the host organization’s specific
needs. Please contact us for a current list of course outlines.

LITIGATION PREPAREDNESS & SUPPORT

Being served with an electronic discovery notice or data
preservation order can signal the beginning of a process that
could cost your organisation millions of dollars. We have in-
house consultants and global partners who can help you
prepare in advance for such an eventuality. We can also
provide onsite assistance to guide your legal and technical
staff through the complex process of legally defensible, cost
effective data preservation, collection and analysis. These
skills are rarely available in house, even in very large
organisations, but our experienced consultants can offer you
timely, confidential, pragmatic advice on dealing with these
issues. If required, we can also provide a complete electronic
discovery project team to augment your in-house staffing.
Effective preparation and an informed response can mean the
difference between winning and losing your case. Call us in
confidence to discuss your requirements.

INVESTIGATIONS & IT FORENSICS

Our investigations and IT forensics team is trained to provide
analysis and support for both criminal and commercial
investigations. This offering is designed to give you the

ability to investigate policy and or legal infractions in a
structured and legally defensible manner. We have both
the expertise and the technology to ensure that known or
suspected security breaches within your organisation are
given the professional attention they deserve. As an
extension of our investigations activities, our consultants
can also assist you with the development of policies that
enable fair, effective and enforceable action in the event
of non-compliance. Strong and consistent policies are
often a pre-requisite to the successful prosecution of
internal security breaches and should be considered a
core component of any organisation’s employee manual.
If you already have effective corporate policies in place,
contact us to discuss our range of compliance
monitoring technologies, products and services.

DISASTER RECOVERY & BUSINESS
CONTINUITY PLANNING

A well publicised survey by the Gartner Group indicates
that nearly 40% of companies go out of business within
5 years of suffering a disaster. While most of us tend to
think of disasters in terms of local, catastrophic events,
our increasing dependence on global commerce
dramatically increases corporate risk. For example,
businesses are now critically dependent on outsourced
labour, complex and extended supply chains, changing
regulatory environments and finely honed process
efficiencies; all of these factors contribute to our
increasing dependence on corporate IT and
communications infrastructures. Our consultants will
lead your organisation through the process of identifying
and assessing key corporate risks, analysing the
effectiveness of current management controls and then
developing clear action plans and recommendations for
risk mitigation. If you would like to understand how this
service can benefit you organisation, please call us today
to book an introductory meeting.



